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[bookmark: _Toc229558968]Introduction
This document constitutes an annex to the ”Application for Re-Use of Data” procedure and forms an integral part of it, which will be referred to as “Application for Re-Use of Data”. Defined terms used in this document have the meaning given to them in the User Guide.
The purpose of this annex is to enable you to propose the measures to be applied to the data covered by the Application for Re-Use of Application for Re-Use of Data. These measures will serve as the basis for the assessment conducted by the CGSD to determine the Appropriate Measures and, where necessary, the additional measures that will be applied to the PSB Data and External Data, in order to prepare the Target Data before it is made available in the SPE.
After the Authorisation has been granted and the data is received, the CGSD will decide, on the basis of the Appropriate Measures Plan, which measures will be implemented to ensure that the protected rights and interests are respected (without limitation), data protection, intellectual property rights, commercial confidentiality, including trade secrets, professional secrecy and business secrets, statistical confidentiality, third-party rights, data confidentiality and the proper functioning of the SPE.
⚠️ The Appropriate Measures implemented by the CGSD may differ from those proposed in the Appropriate Measures Plan.
[bookmark: _Hlk192074394]The Appropriate Measures Plan must include, in particular:
· an analysis of the context in which the Target Data will be used;
· an identification of the risks associated with making the Target Data available, based on the grounds for protection, within the meaning of Article 3(1) of the DGA, as specified in the Data Description, including in particular the risks identified by the Data Holders;
· a detailed description of all the Appropriate Measures that you propose be implemented, including the technical and organisational measures necessary to manage the identified risks. 
· the technical and operational measures to prevent any re-identification of the Data Subjects; 
· sufficient technical and organisational measures to prevent misuse or unauthorised use of the Target Data and to protect the rights and interests of the Data Holder, third parties and Data Subjects;
· a presentation of the methods for testing the confidentiality and usability of the Target Data.
⚠️ In addition to the Appropriate Measures proposed in this document, contracts may be necessary between Data Holders and Applicants for the provision of data protected by intellectual property rights or trade secrets. 
[bookmark: _Toc202258397]The passages below, highlighted in blue and underlined, are intended to assist in completing this document. As such, they may be deleted when drafting the Appropriate Measures Plan. To guide you, the cells in the tables marked in blue are to be completed by the Applicant(s), while the cells marked in yellow must be completed with the assistance of the Data Holder. 


[bookmark: _Toc229558969]Context of data use
In this section, you must describe the organisational and technical framework within which the data will be accessed and re-used.
[bookmark: _Ref217372572][bookmark: _Toc229558970]Activities and conflicts of interest 
In this section, you must fill in the below table for each Applicant. To do so, describe their activities in relation to the Application for Re-Use of Data and report any potential conflicts of interest. Such a conflict of interest may exist, for example, if you also act as a service provider for the Data Holder and, as such, have access to the requested data in plain text.
	Applicant 1 

	Name of the Applicant as specified in the Application for Re-Use of Data
	To be completed by the Applicant

	Description of the Applicant activities in relation to the application
	To be completed by the Applicant

	Potential conflicts of interest related to the usage of Target Data
	To be completed by the Applicant



[bookmark: _Toc202258401][bookmark: _Toc229558971]Access to the SPE and associated security measures
In this section, you must identify and describe each physical site from which Users will have access to the SPE, as well as the number of Users concerned per site, duplicating the table below if necessary. If remote working (teleworking) is permitted, please indicate this expressly and specify, for each User concerned, the country from which access to the SPE will be made, when this differs from the country where the access site is located. The use of a processor must also be mentioned in this section.
[bookmark: _Hlk217036236]For each access site, you must provide information on the risks identified and the physical and technical protection measures put in place. In this regard, you must describe in particular:
whether the premises are shared with other entities, if applicable;
the physical access control measures used (e.g. access by badge);
the infrastructure-level controls implemented (e.g. types of connection, such as site-to-site VPN);
measures to protect workstations (e.g. strong authentication).
You must also describe the organisational measures envisaged, including: 
procedures to be followed when a member of staff leaves;
training provided to Users (e.g. training on the SPE, training on Users' obligations in terms of data protection and confidentiality); 
contractual provisions governing the use of the SPE (e.g. confidentiality obligations);
the procedures to be followed in the event of a data breach or non-compliant use of Target Data, including the procedures for notifying the CGSD in the event of re-identification of Data Subjects;
where applicable, the applicable disciplinary procedures for staff.
This section should enable the CGSD to accurately assess the technical and organisational safeguards put in place to secure access to and use of Target Data in the SPE.
	[bookmark: _Hlk217048263]⚠️ In the event of a breach of the obligations set out in the DGA, in particular those relating to the transfer of non-personal data to a third country, the CGSD may impose the following sanctions:
put an end to the breach,
a warning,
a reprimand, 
revocation of the Authorisation, 
exclusion of the Applicant from the possibility of submitting new Applications for Re-Use of Data for a maximum period of two years, 
an administrative fine.



	Site No. 1: To be completed by the Applicant

	Name of the Applicant?
	To be completed by the Applicant

	Applicant or processor of an Applicant?
	To be completed by the Applicant

	Name and physical address of the site?
	To be completed by the Applicant

	Is the site located in a third country within the meaning of Chapter V of the GDPR?
	To be completed by the Applicant

	Number of Users on this site?
	To be completed by the Applicant

	Number of people accessing this site?
	To be completed by the Applicant

	Is the site reserved for the Applicant or is it shared with third parties who are not parties to the Application for Re-Use of Data?
	To be completed by the Applicant

	Will connections to the SPE be made only on site or can they be made remotely (teleworking)?
	To be completed by the Applicant

	Physical security

	What physical access control measures are in place?
	To be completed by the Applicant

	Is there a secure area dedicated to workstations accessing the SPE?
	To be completed by the Applicant

	Procedures in the event of loss or theft of a badge or physical access?
	To be completed by the Applicant

	Network

	Type of network used to access the SPE (LAN, VPN, SD-WAN, etc.)?
	To be completed by the Applicant

	Do remote connections use a VPN or equivalent solution?
	To be completed by the Applicant

	Is there a firewall, IDS/IPS, traffic filtering?
	To be completed by the Applicant

	Workstations

	Are workstations encrypted (hard drive, data)?
	To be completed by the Applicant

	Is antivirus/EDR deployed on workstations?
	To be completed by the Applicant

	Are systems and applications updated automatically?
	To be completed by the Applicant

	Strong authentication (MFA) to access the SPE?
	To be completed by the Applicant

	Identities

	Procedure for revoking access when an employee leaves?
	To be completed by the Applicant

	Maximum time limit for removing rights after departure?
	To be completed by the Applicant

	Is there a process for periodically reviewing access rights?
	To be completed by the Applicant

	Organisation

	Security training required for SPE Users?
	To be completed by the Applicant

	Contractual measures (e.g. confidentiality agreement) in place with SPE Users?
	To be completed by the Applicant

	Description of the Applicant(s)’ internal incident reporting procedures, particularly incidents related to data breaches within the meaning of the GDPR, including the re-identification of Data Subjects?
	To be completed by the Applicant

	In the event of unauthorised re-use of protected non-personal data within the meaning of Article 3(1) of the DGA concerned by the Application for Re-Use of Data, indicate the procedure in place to notify (if necessary with the assistance of the CGSD) legal entities whose rights and interests may be affected?
	To be completed by the Applicant

	Other comments
	To be completed by the Applicant


[bookmark: _Toc229558972]Use of Target Data
[bookmark: _Ref202176361][bookmark: _Ref202176373][bookmark: _Ref202176403][bookmark: _Ref202176415][bookmark: _Toc202258402][bookmark: _Toc229558973]Activities to be authorised in the SPE
This section must describe all the activities you wish to carry out in the SPE. The description must be consistent with the information concerning the context, objectives and purposes set out in the Application for Re-use of Data. 
	Only the activities described in the Application for Re-use of Data may be carried out in the SPE after the Authorisation has been granted.
The description of the activities must be sufficiently detailed to enable the CGSD to understand the planned activities, verify their compliance with the stated purposes and carry out a detailed assessment prior to any Authorisation decision.


In particular, specify (in line with the information provided in the Application for Re-Use of Data):
the types of analysis envisaged, e.g. statistical analysis, clustering, AI-based methods, etc.;
the software, tools and technologies used: list all the Internal Technological Solutions and External Technological Solutions you plan to use in the SPE, such as:
statistical software (e.g. R, Stata, SAS, etc.),
programming environments (e.g. Python with specific libraries such as pandas, scikit-learn, etc.).
⚠️Applicants must carefully define their SPE needs.  Any change from the initially provided description can only be made by submitting an amendment application to the CGSD for approval.
	To be completed by the Applicant






[bookmark: _Toc202258403][bookmark: _Toc229558974]Expected results 
In this section, you must present the expected results of the project (e.g. aggregates, reports, visualisations, etc.) and specify their format, volume and frequency. You must also describe how these results will be produced or are expected to be produced.
The purpose of this section is to demonstrate that the expected results correspond to the objectives and purposes pursued and that you intend to extract only anonymised results from the SPE.
The questions below may help you in writing this section:
What types of results are expected from the analyses carried out in the SPE? 
For each expected result:
does is fall within the scope of the purposes set out in the Law and is it in line with your activities, as described in section 2.1 of this Appropriate Measures Plan and in the Application for Certification of your business eSpace?
Is it consistent with the context of your Application for Re-Use of Data and with the activities planned in the SPE?
	To be completed by the Applicant







[bookmark: _Toc202258405][bookmark: _Toc229558975]Archiving (if requested)
You may request the archival of your project elements at the end of the Authorised Duration in the SPE. To do so, you must specify the elements to be archived and the proposed duration. Such a request may be made at the time of the Application for Re-Use of Data or later, while using the SPE, by means of a subsequent application.
In this section, describe in detail the types of items you wish to archive, the associated formats and the estimated volumes.
The purpose of this section is not to describe specific files (which do not yet exist), but rather the types of results expected, their formats and their order of magnitude. This information will enable the CGSD to assess whether the proposed archiving arrangements are appropriate, both in terms of feasibility and consistency with the project's objectives, the activities to be carried out in the SPE and the technologies implemented for this purpose.
	To be completed by the Applicant




[bookmark: _Toc229558976]Detailed specification of the Appropriate Measures to be applied to PSB Data and External Data before being made available in the SPE
This section must propose, in a detailed manner, the Appropriate Measures to be applied to PSB Data and External Data in order to create the Target Data that you request be made available in the SPE. 
To this end, you must:
describe, in detail, the data flows, specifying in particular:
where applicable, how PSB Data and External Data should be matched prior to making it available in the SPE,
the de-identification operations to be applied to all data. 
provide a description of all processing operations in the form of a diagram showing all the proposed processing operations.
Each processing operation must be assigned a unique identifier. For example, a processing operation could be identified by a code beginning with "TRAIT_", followed by a number (TRAIT_01, TRAIT_02, etc.). These identifiers must be included in the flow diagram.
The processing operations described must comply with the terminology defined in the document entitled "List of Processing Operations" available here. 
The specifications must also correspond to the field names used in the "Data Description", which must be attached to the Application for Re-Use of Data. A template for this document is available here. 

[bookmark: _Toc229558977]Summary: Creation of Target Data 
This section summarises how Target Data is created from PSB Data and, where applicable, External Data. 
Based on the data categories identified in the Data Description, you must explain how the Target Data is created and assign a specific title to each target variable. 
For each target variable, you must specify the processing operations applied to the variable by referring to the List of Processing Operations provided by the CGSD, available here. 
In the example below, the Target Data is created by combining several variables, which in this case have the same names. These variables come from the PSB Data and, where applicable, from External Data provided by the Applicant.
Please delete the examples that don’t apply.



	Name of the Target Data variable 
	List of variables in the PSB Data and (where applicable) External Data
	Description of the transformation method

	VAR_XX
	SOURCE_XX VAR_YY
SOURCE_YY VAR_ZZZ
	Summary of processing operations.

	Reference_period
	SOURCE01_reference_period
EXTERNAL01_reference_period
	Union

	Pseudo_individual_IDnumber
	SOURCE01_pseudo_individual_IDnumber
EXTERNAL01_pseudo_individual_IDnumber
	Union

	i_gender
	SOURCE01_i_gender
EXTERNAL01_i_gender
	Union

	i_age
	SOURCE01_i_age
EXTERNAL01_i_age
	Union





[bookmark: _Toc229558978]Specification of temporary dataset(s)
Depending on the complexity of the Appropriate Measures, it may be necessary to define temporary data sets in order to simplify the description of the processing operations. These temporary datasets constitute intermediate datasets between the initial data (OSP Data and External Data) and the Target Data. These datasets are therefore not made available in the SPE. 
Temporary datasets must be described in the same manner as Target Data. A temporary dataset must be defined systematically for each planned cross-reference operation and entered in the data flow described in section 3.5.
[bookmark: _Toc229558979]Temporary dataset TEMP_XX
	Unique ID
	Field name
	Field format and associated rules

	TEMPXX_IDXXX
	Field name
Field description
	Precise field format: 
For dates, specify the date format, e.g. yyyy-mm-dd
For text fields, specify the maximum size and whether the field is free text or a fixed value field. For fixed value fields, also specify the list of values.
If specific rules apply, also specify the rules. For example: this field has the value A, if the field XXX has the value YYY. 


[bookmark: _Toc229558980]Cross-referencing to be implemented
Cross-references made using keys corresponding to personal identifiers must be carried out and then deleted before the Target Data is made available in the SPE. 
If, due to the activities to be carried out in the ETS, this deletion is not possible, you must ensure that:
another de-identification technique is applied to these personal identifiers, so that only pseudonymised Target Data is made available in the SPE,
this risk is clearly identified in the list of risks in the Data Description and in section 4 below.
All cross-references must be described in this section, specifying the proposed cross-referencing technique and the associated matching keys. 
Each cross-reference is defined by indicating:
the PSB Data and, where applicable, External Data used for the cross-reference,
the cross-reference keys used in the PSB Data and, where applicable, in the External Data, as well as their matching methods.
the columns to be integrated into the Target Dataset.

[bookmark: _Toc229558981]TRTXXX – Cross-referencing by "Matching field name"
	Process ID
	Define a unique identifier for each processing operation here. This identifier will be included in the data flow diagram.

	Name of the technique
	Enter the cross-referencing technique to be used here (Please delete the examples that don’t apply): 
A or left join
B or right join
A∪B or union 
A∩B or inner join
A-B or left join / is null
B-A or right join / is null
A∆B or full join is null

	Cross keys

	Source ID A
	Field ID B
	Matching test

	SXX_IDXXX
	SXX_IDXXX
	Equality, fuzzy matching... (Please delete the examples that don’t apply)

	...
	

	Output
	

	ID
	Name 

	SXX_IDXXX
	Define here the list of columns to be included in the dataset resulting from the cross-referencing, selecting them from the PSB Data fields and, if applicable, the External Data fields.

	…
	

	Post conditions
	

	ID
	Name 
	Result*

	RULE_XXX
	Explain whether any specific conditions must be met after the cross-reference. 
	



[bookmark: _Toc229558982]De-identification techniques to be implemented
This section details the processing to be carried out with all the necessary parameters. A section must be created for each operation. To detail these operations, use the List of Processing Operations, available here, and specify the parameters as described in the document.
[bookmark: _Toc229558983]TRTXXX – Field de-identification
	Process ID
	Define a unique treatment processing operation identifier here. This identifier will be included in the data flow diagram.

	Technique name
	Enter the name of the technique as defined in the “List of Processing Operations”.

	Inputs
	

	SOURCE
	FIELD
	Name 

	SOURCE_X
	SXX_IDXXX
	Enter the field name here as specified in the PSB Data or External Data or in the output of another processing operation.

	
	…
	

	Outputs
	

	TARGET
	FIELD
	Name 

	TARGET_Y
	TEMP_IDXXX
	Define the corresponding output column here. The dataset resulting from the operation may be a temporary dataset.

	
	
	

	Parameters
	

	ID
	Name 

	PARAM_XXX
	Depending on the technique, define all additional parameters. 

	…
	

	Prerequisites
	

	ID
	Name 
	Result*

	RULE_XXX
	Specify here if any special conditions must be met before the operation can be applied.
	

	Post conditions
	

	ID
	Name 
	Result

	RULE_XXX
	Specify here if any special conditions must be met after the operation has been applied.
	



[bookmark: _Ref217376338][bookmark: _Toc229558984]Data flow
Using the elements described in the sections above, the sequence of processing operations must be summarised in a data flow diagram, describing the chronological steps involved in preparing the PSB Data and External Data in order to obtain the Target Data. 
An example diagram is shown below. You may use the modelling tools of your choice; however, the annotation used must be consistent and comply with a data flow format. (Please delete the examples that don’t apply)
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Please specify the confidentiality and usability indicators to be measured on the Target Data. 
Anonymity measures: these measures ensure the degree of anonymisation of the Target Data. Based on these indicators, residual risks will be assessed and the CGSD will determine whether the data can be made available in the SPE in an anonymised or pseudonymised format. 
Usability measures: these indicators must ensure that the Target Data will be usable for your project. For example: if you need a large volume of data, you can specify one million records as a usability criterion; if your project requires a particular statistical distribution, indicate that you need equivalent representation in the age groups of the population.
In principle, when preparing the Appropriate Measures Plan, it is not normally possible to define exact values for these indicators. You are therefore invited to set acceptable values in order to guide the CGSD's analysis of the Appropriate Measures and facilitate the definition of the Appropriate Measures as well as, where applicable, the additional measures that will be implemented. These values must also comply with the List of processing operations, available here.
	Anonymity indicator
	Calculation method
	Criterion for defining acceptable values for the indicator 

	K-anonymity 
	Minimum frequency value for a sensitive variable.
	3 or more

	
	
	



	Usability indicator
	Calculation method
	Criterion for defining acceptable values for the indicator

	Size of the dataset
	Number of records
	Greater than 50,000.

	
	
	

	
	
	




2

2

image1.png
) LETZDATA

) LUXEMBOURG DATA FACTORY
/4

(:

(o
.




image2.png
THE GOVERNMENT

OF THE GRAND DUCHY OF LUXEMBOURG
Ministry for Digitalisation

Government commission for data sovereignty




image3.png




image4.png
f/Q




